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1. [bookmark: _Toc215685918]PURPOSE
The purpose of this document is to establish the principles and responsibilities for managing user identities and access to information systems, applications, and data ensuring the confidentiality, integrity and availability of data. This policy supports Aidacare’s overall risk management and helps mitigate risks such as unauthorised access, data leakage, privilege misuse, and regulatory non-compliance.
[bookmark: _Toc189468061][bookmark: _Toc215685919]SCOPE
The policy applies to:
· All employees, contractors, and third parties with access to the Aidacare’s IT systems and data.
· All systems, applications, and data owned, operated, or managed by Aidacare.

[bookmark: _Toc215685920]DEFINITIONS
	Terms 
	Definition 

	Identity and Access Management (IAM)
	Framework for managing user identities, authentication, and access rights to systems, applications, and data.

	Access Request
	A formal application or form submitted by a user to obtain or modify access rights to a system or resource.

	Access Review 
	Periodic review of user accounts and permissions to ensure access remains appropriate.

	Authentication 
	The process of verifying the identity of a user, system, or entity before granting access.

	Authorisation
	The process of determining and enforcing permissions or privileges a user has after authentication.

	Compensating Controls
	Alternative controls implemented to reduce risk when full segregation of duties or other best practices cannot be applied.

	Generic User Accounts
	An unnamed account with standard access not requiring elevated or privileged privileges.

	Privileged Access 
	Elevated system or application access (e.g., administrator/root) that allows configuration, management, or control of systems.

	Multi-factor Authentication (MFA)
	An authentication process requiring users to provide two or more verification factors to gain access to a service, system, application or resource. 

	Single Sign-On (SSO)
	Authentication method that allows users to access multiple applications or systems with a single set of credentials.

	Segregation of Duties (SoD)
	Separation of responsibilities so that no single individual can execute conflicting tasks without oversight.

	Hardware/System Identity
	A unique identity assigned to servers, network devices, IoT, or other hardware to enable authentication and access control.

	Identity Assertion
	A claim or token (e.g., password, SAML, OAuth, certificate) stating a user, service, or system is a particular identity.

	System Administration Account
	A user account with special rights to manage, configure, and maintain computer systems and networks.

	Third-Party/Vendor Access
	Access granted to external contractors, suppliers, or service providers for business purposes.

	Role-base/Group-base access
	An access management process where permissions are assigned to roles, and users are assigned to those roles based on their job function

	Virtual Private Network (VPN) 
	A secure connection that encrypts data between a user’s device and a network, allowing safe access to resources over the internet or other public networks.


[bookmark: _Toc215685921]
NIST CSF REQUIREMENTS
Following are the key requirements from NIST Cybersecurity frameworks which are relevant to this policy:
	CSF Function
	Subcategory

	Protect (PR)
	PR. AA-01: Identities and credentials for authorized users, services, and hardware are managed by the organisation.

	
	PR. AA-02: Identities are proofed and bound to credentials based on the context of interactions.

	
	PR. AA-03: Users, services, and hardware are authenticated.

	
	PR.AA-04: Identity assertions are protected, conveyed, and verified.

	
	PR. AA-05: Access permissions, entitlements, and authorisations are defined in a policy, managed, enforced, and reviewed, and incorporate the principles of least privilege and separation of duties.

	
	PR.IR-01: Networks and environments are protected from unauthorized logical access and usage


[bookmark: _Toc215685922]POLICY STATEMENTS
[bookmark: _Toc215680485]BUSINESS IMPACT ANALYSIS (BIA)
The following policy elements, including, identity management, authentication, access management, management of generic and privileged accounts and third-party access are applicable to the identified business critical applications. These policy elements may also apply non-critical systems which are either (a) internet facing and/or (b) have customer information.
To other non-critical systems, this policy may be applied as a best practice guidance.

[bookmark: _Toc215685923]IDENTITY MANAGEMENT
· Every user should have a unique user ID. Shared accounts are prohibited except where technically unavoidable (e.g., specific system accounts), and such accounts should be documented and monitored.
· User accounts should be provisioned prior to employee starting and de-provisioned in within a defined timeframe.
· Identities and credentials must be managed for their full lifecycle: creation, modification, suspension, and deletion.
· Identity proofing should be formalised and required for all users prior to credential issuance (e.g., HR verification, digital identity validation).
· System identities must be issued, documented, and authenticated according to risk and operational requirements.
[bookmark: _Toc215685924]AUTHENTICATION AND IDENTITY ASSERTIONS
· Users, services, and hardware must be authenticated before granting access.
· Identity assertions (passwords, tokens, SSO/SAML/OAuth claims, certificates) must be:
· Protected – stored securely and encrypted at rest.
· Conveyed securely – transmitted over secure channels.
· Verified – validated for integrity, issuer authenticity, and expiration before granting access.
· SSO is used where supported internally; separate authentication may be required for higher-security systems.
[bookmark: _Toc215685925]ACCESS MANAGEMENT
· Access should be granted on the following three principles:
· Least privilege: Users are given the minimum access necessary to perform their role.
· Need-to-know: Users are granted access only to the information required for their duties.
· Need-to-use: Users are granted access only to the systems and functions they must operate.
· All user access requests should be formally submitted, approved by system/application, and documented before provisioning.
· Requests for additional access beyond standard role-based permissions should be formally submitted, approved by system/application, documented, and time-bound where applicable.
· Upon account creation, an initial strong password is generated and communicated securely to the user, who should change it upon first login.
· Passwords should meet the organisation's complexity requirements to ensure strong security. 
· Accounts should be promptly disabled or removed within 24 hours upon termination of employment, contract, or third-party engagement.
· Dormant or unused accounts should be identified and deactivated within 90 days.
· Where Segregation of Duties (SoD) is not fully possible, compensating controls should be implemented (e.g., monitoring, system/application owner review, logging).
[bookmark: _Toc215685926]ADJUSTMENT AND REMOVAL OF USER ACCESS RIGHTS
· Access rights should be promptly adjusted after notification of when a user changes role, department, responsibilities or leaves the organisation.
· Line managers are responsible for notifying IT of access changes within 5 business days of an employee role change.
· Quarterly reviews should confirm that only appropriate access is retained; excessive or outdated rights should be revoked immediately.
[bookmark: _Toc215685927]MANAGEMENT OF GENERIC ACCOUNTS
Generic administrative accounts should only be used where unique user accounts are not technically feasible. All such accounts must be tightly controlled to ensure accountability and security.
· Creation or use of a generic administrative account must be formally requested, justified, and approved by the system/application owner and IT Lead before provisioning.
· The IT Lead generates and configures the account using a strong, system-generated password and assigns only the minimum privileges required.
· Passwords for generic administrative accounts must be stored solely in the organisation’s approved secure password vault and must not be shared via email, messaging platforms, or other insecure channels. Access to stored passwords must be restricted to authorised personnel and fully logged.
· Passwords must be rotated at least every 90 days, and immediately following staff departures, privilege changes, or any security incident involving potential exposure.
· All use of generic administrative accounts must be logged, monitored, and reviewed at least quarterly to ensure the account remains necessary, secure, and compliant. Any unauthorised or anomalous activity must be escalated according to incident management policy.
[bookmark: _Toc215685928]MANAGEMENT OF PRIVILEGED ACCESS
· Privileged accounts (e.g., system administrators, root accounts) should be tightly controlled and limited to the minimum number of authorised personnel.
· Use of privileged accounts should require system/application owner approval and be logged and monitored.
· Privileged access must be separate from standard user accounts (i.e., administrators use a separate account for day-to-day activities).
· Generic admin accounts should be avoided due to limited user traceability. If system-generated or shared accounts are necessary, additional controls such as logging, approval and monitoring, and default passwords must be changed immediately upon account creation or deployment should be applied to help maintain accountability.
· Administrative accounts should be removed or disabled within 24 hours of cessation.
· System administrator and service accounts should not be reset via automated or self-service methods.
· Privileged access rights should be reviewed on a monthly basis.
[bookmark: _Toc215685929]USER AUTHENTICATION FOR EXTERNAL CONNECTIONS
· Multi-factor authentication (MFA) should be required for all external remote access connections (e.g., VPN, remote desktop, cloud services).
· Password policies (e.g., minimum length, complexity, expiration) should be enforced as defined statement 5.10 of this policy.
· Any external access attempts should be logged, monitored, and subject to security review.
[bookmark: _Toc215685930]THIRD-PARTY VENDOR AND SUPPLIER REMOTE ACCESS TO ORGANISATION NETWORK
· Third-party vendors and suppliers may only be granted remote access to Aidacare’s network where it is essential for fulfilling contractual obligations or providing support services.
· All third-party access should:
· Be formally requested, approved by system/application owner, and time-bound.
· Use secure remote access methods (e.g., VPN with multi-factor authentication).
· Be restricted to the minimum systems, applications, and data required to perform the contracted task (least privilege, need-to-know, need-to-use).
· Be logged and monitored where technically feasible; if full logging is not possible, compensating controls (e.g., managerial oversight, periodic activity checks) should be applied.
· Where possible, third-party access should be provided through a dedicated virtual environment or secured jumpbox/bastion host to isolate vendor activity from the core network and enhance auditing and monitoring.
· Vendor accounts should be disabled or removed immediately after the access period ends, or upon termination of the contract.
· Privileged or administrative-level access for third parties should only be provided in exceptional circumstances, with explicit system/application owner approval and enhanced monitoring.
[bookmark: _Toc215685931]NETWORK AND ENVIRONMENT PROTECTION
· Logical network access is protected via VPN, firewalls, and access control lists.
· Unauthorised access attempts are detected and escalated per incident response procedures.
[bookmark: _Toc215685932]PASSWORD AND ACCOUNT SECURITY
· Passwords serve as a fundamental defence against unauthorised access, yet they are often the weakest link in security frameworks. 
· Passwords should:
· Be at least 12 characters long.
· Include a combination of uppercase, lowercase, numbers, and special characters.
· Not reuse previously used passwords.
· Expire every 90 days, where technically feasible.
· Default system passwords should be changed immediately upon account creation or system installation.
· Passwords should never be shared, written down, or stored in unsecured locations.
· Accounts should be locked after 5 failed login attempts.
· [bookmark: _Toc189468062][bookmark: _Toc215685933]Multi-factor authentication (MFA) should be enforced for privileged accounts and all remote or external system access where possible. Within the internal network, Single Sign-On (SSO) is utilised when supported by systems, except where higher security standards require separate authentication.
· If the password policy cannot be applied to a business-critical or internet-facing system, an exception must be formally approved by the CTO.

ROLES & RESPONSIBILITIES
Clear accountability is essential for effective access governance. The following roles and responsibilities are defined:
	Chief Executive Officer (CEO)
	· Reviews and approves the policy.

	Chief Technology Officer (CTO)
	· Accountable for implementing Identity and Access Management Policy.
· Reviewing and approving exceptions to this policy.
· Monitoring of the Key Performance Indicators (KPIs).

	IT Lead of technology asset
	· Provision and configure user accounts.
· Adjust or remove access due to role change or termination.
· Manage privileged accounts (admin/root).
· Enforce authentication controls (MFA, SSO, password policy).
· Approve and define user access levels.
· Conduct user access reviews.

	HR Department
	· Notifies IT of employment events (new hires, role changes, terminations, or contract end dates) to trigger timely account provisioning, adjustment, or de-provisioning.
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	Task 
	CEO
	CTO
	IT Lead of Technology Asset
	HR Department

	Approve Identity and Access Management Policy
	R
	A
	I
	I

	Define user access levels across the systems
	-
	C
	A/R
	I

	Establish access review frequency and requirements
	-
	C
	A/R
	I

	Set authentication and password standards
	-
	C
	A/R
	I

	Provision and configure user accounts
	-
	-
	A/R
	C

	Adjust or remove access due to role change or termination
	-
	-
	A/R
	C

	Manage privileged and service accounts (admin/root)
	-
	C
	A/R
	I

	Perform periodic user access reviews
	-
	I
	A/R
	C

	Manage third-party/vendor access
	-
	I
	A/R
	C

	Monitor account activity and login attempts
	-
	C
	A/R
	I

	Review IAM metrics (access request SLAs, provisioning time, violations)
	I
	A/R
	C
	I

	Manage/Approve Exceptions to this policy
	-
	A
	R
	I/C

	Identify opportunities for automation or optimisation
	I
	A/R
	C
	I

	Monitor compliance to this policy
	I
	A
	R
	I


Legend
· [bookmark: _Toc189468067][bookmark: _Toc215685935]R – Responsible: Performs the work required to complete the task or activity.
· A – Accountable: Has ultimate ownership of the task and is answerable for the final decision or outcome.
· C – Consulted: Provides subject matter expertise, guidance or input during the task.
· I – Informed: Receives updates on progress, decisions and outcomes but is not directly involved in execution.

RELATED DOCUMENTS 

[bookmark: _Toc215685936]AUDITING 
· Policies and controlled supporting documents are reviewed annually by the G&R Coordinator and relevant stakeholders during the internal audits. Additional reviews may be initiated following significant changes or as requested by executive management. 
· Additional auditing or review cycles outside of the internal audit cycle, is highly encouraged. If required, outline in this section the frequency, the nominated auditor and how outcomes will be handled.
[bookmark: _Toc215685937]COMPLIANCE WITH POLICY 
Compliance with this policy is mandatory and a breach is considered to be a serious matter that may result in disciplinary action.  Disciplinary action will be based on the severity of the matter and may include immediate dismissal.    
Staff must familiarise themselves with, understand, and follow all relevant policies, procedures, and guidelines in the course of their duties. Failure to comply with these standards can negatively impact the organisation, its operations, and its reputation.
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